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Abstract – Mobile Ad Hoc Networks (MANETs) allow 

mobile hosts to form a communication network without a 

prefixed infrastructure. Although it provides high flexibility, 

it also brings more challenges for MANETs to against the 

malicious attacks. However, the property of mobility and 

redundancy also inspires new ideas to design defense 

strategy. In this paper, we propose a strategy to mitigate DoS 

attacks in MANETs. Assume that a malicious attacker 

normally targets specific victims. In our protection strategy, 

we take advantage of high redundancy and select a 

protection node. Once a DoS attack has been detected, the 

suspicious traffic will be redirected to the protection node. 

The victim will function normally, and it is reasonable to 

expect that the attacker will stop the meaningless efforts. We 

have verified the effectiveness of our approach and evaluated 

the cost and overhead of the system. 
 

Keywords – MANET, OLSR, Node Isolation Attack, 

Fictitious Node. 

 

I. INTRODUCTION 
 

A Mobile Ad Hoc Network (MANET) is a group of 

mobile devices capable of communicating wirelessly with 

each other without using a predefined infrastructure or 

centralized authority. The dynamic network topologies 

bring unique challenges. Currently, MANETs are 

vulnerable to various attacks including impersonation, 

message distortion, eavesdropping, Denial-of-Service 

(DoS), and Distributed DoS (DDoS). 

These attacks can be roughly divided into two 

categories: routing attacks and packet forwarding attacks. 

The routing attacks aim to prevent legitimate nodes from 

constructing the correct routing tables. This is often 

accomplished by disrupting the establishment of routing 

tables, diverting directions of packet forwarding. For 

example, in routing cache poisoning attacks, two 

malicious nodes inject falsified routing message into the 

network in order to feign that there exists links. 

In contrast, the packet forwarding attacks maliciously 

inject excessive data or control packets into the network. 

The overwhelming network traffic prevents the innocent 

legitimate users from accessing network based services. 

As one type of attack is DoS attacks, for example, the 

malicious nodes constantly send routing requests and, 

hence, run out precious network resources such as 

bandwidth and CPU cycles. 
 

II. LITERATURE SURVEY 
 

2.1 Optimized Link State Routing Protocol for Ad 

Hoc Networks 

The Optimized Link State Routing protocol (OLSR)[1] 

is a proactive link state routing protocol. In OLSR routing 

protocol, there are two types of control packets used: 

Hello packets and Topology Control packets (TC). Hello 

packets are used to build the neighborhood of a node and 

to discover the nodes that are within the environs of the 

node. And this also used to compute the multi-hop relays 

of a node. The OLSR protocol uses the periodic broadcast 

of hello packets to establish the connection. 

The advantage of this scheme is using OLSR is it does 

not require that the link reliable for the control messages. 

The messages will be sent periodically and the delivery 

does not have to be sequential. 

2.2 Detecting Black Hole Attacks in Tactical 

MANETs using Topology Graphs 
In tactical Mobile Ad Hoc Networks (MANETs),we 

assume that confidentiality, integrity, and authenticity of 

the transmitted packets are provided by cryptography. 

Excellent work is available in this field. However, 

especially in tactical MANETs, it cannot be ultimatively 

precluded that nodes owning valid cryptographic keys are 

taken over by an attacker. Therefore, it is crucial to 

recognise whether a node– despite owning valid keys and 

recent correct behaviour – is behaving legitimately or 

maliciously[2]. 

This scheme centralised intrusion detection approach for 

detecting  the routing attacks against the Optimized Link 

State Routing protocol (OLSR) in tactical MANETs called 

Topology Graph based Anomaly Detection (TOGBAD). 

This new approach tries to detect HELLO messages by 

performing plausibility tests at a central node against a 

topology graph. 

2.3Analysis of the Node Isolation Attack Against 

OLSR-based Mobile Ad Hoc Networks 
A Mobile Ad hoc Network (MANET) [3] is a collection 

of mobile nodes interconnected by wireless links without 

the aid of any fixed infrastructure. In MANET, each node 

acts both as a host and as a router to forward messages for 

other nodes that the radio range is not same. The nodes are 

move free and form an arbitrary topology. MANET can be 

established in situation when deployment of infrastructure 

is inconvenient or expensive. This inherent flexibility 

makes it attractive for applications such as emergency 

operation, military operation, vehicle-to-vehicle network, 

sensor network. 

This scheme identify a new routing attack, called Node 

Isolation attack, DoS attack against OLSR protocol based 

mobile ad hoc network, analyze the attack in detail, and 

demonstrate the impact of the attack through simulations. 

As a first step to guard against the attack, we present a 
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simple technique to detect the attack and identify the 

source of the attack. 

2.4 An Effective Intrusion Detection Approach for 

OLSR MANET Protocol    
This scheme [4] present an intrusion detection system to 

prevent authorized nodes from compromising the security 

of proactive MANET routing protocols for particular types 

of routing attacks. While we use OLSR as an example, the 

same concepts can be applied to any MPR based proactive 

routing protocols for MANETs. The MPR-based MANET 

routing protocols include OLSR and Topology Broadcast 

based on Reverse Path Forwarding (TBRPF). The Open 

Shortest Path First (OSPF) routing protocol to support an 

MPR based (MANET).   

This scheme describe security threats to the OLSR 

MANET routing protocol and present an intrusion 

detection solution based on protocol semantics checking. 

Conflict checking based on semantic properties is applied 

in every MANET node.  

2.5 Security for Node Isolation Attack on OLSR by 

Modifying MPR Selection Process 
OLSR protocol optimization of a classical link state 

protocol for mobile ad hoc network by reducing the size of 

control packets,  its declares only a subset of links with its 

neighbors and by minimizing flooding of control traffic by 

using only selected nodes, called Multi Point Relays 

(MPR).In OLSR there we make use of two types of 

routing message named, HELLO and TC messages. In 

OLSR, HELLO message is generate by each node 

periodically (every HELLO INTERVAL) in order to MPR 

selection and neighbor sensing. A node’s HELLO message 

contains the list of its 1-hop neighbors and 2-hop 

neighbors. Each MPR node basically used for advertises 

TC messages periodically, which is used for route 

calculation [5]. 

This scheme an attempt is made to propose a new 

energy conversant and secured protocol by modifying 

standard OLSR which provide optimal MPR set and also 

protect network from node isolation attack is called Denial 

of Service Free OLSR (DFOLSR).  

 

III. CONCLUSION 
 

The use of infrastructure free network such as MANET 

has increased tremendously. In such environment, the 

security is more important because the data should keep 

safe and the identification of Node isolation and worm 

hole Attackers should begin earlier; the performance of the 

network should be increased by mitigating those attacks at 

the earlier stage. In this survey research, we have 

discussed the types of attacks and various detection 

techniques in OLSR routing protocol, Various definitions 

of the OLSR security is discussed, there are many 

Innovated isolated node detection techniques has been 

Proposed in the literature. However, the techniques almost 

concentrated on only a specific type of attack in OLSR 

routing protocol, the implementation of cost effective 

technique to handle multiple attacks in OLSR is 

appreciable. 
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